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	Make questions from these items: 
· authorisation, authentication and access control
· user identification and authorisation profiles
· user account management
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	Conclusion:
- Should the process be audited
- Other comments
	 
	 
	 
	 
	 
	 
	 
	 
	 

	 
	
	
	
	
	
	
	
	
	
	 

	 
	
	
	
	
	
	
	
	
	
	 

	 
	
	
	
	
	
	
	
	
	
	 

	 
	
	
	
	
	
	
	
	
	
	 

	 
	
	
	
	
	
	
	
	
	
	 

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 


DS5 ensuring systems security
5.2 Identification, Authentication and Access

CONTROL OBJECTIVE

The logical access to and use of IT computing resources should be restricted by the implementation of adequate identification, authentication and authorisation mechanisms, linking users and resources with access rules. Such mechanisms should prevent unauthorised personnel, dial-up connections and other system (network) entry ports from accessing computer resources and minimise the need for authorised users to use multiple sign-ons. Procedures should also be in place to keep authentication and access mechanisms effective (e.g., regular password changes).

5.3 Security of Online Access to Data

CONTROL OBJECTIVE

In an online IT environment, IT management should implement procedures in line with the security policy that provides access security control based on the individual’s demonstrated need to view, add, change or delete data.

5.4 User Account Management

CONTROL OBJECTIVE

Management should establish procedures to ensure timely action relating to requesting, establishing, issuing, suspending and closing of user accounts. A formal approval procedure outlining the data or system owner granting the access privileges should be included. The security of third-party access should be defined contractually and address administration and non-disclosure requirements. Outsourcing arrangements should address the risks, security controls and procedures for information systems and networks in the contract between the parties.

